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IEEE 802.1X-2001: an |IEEE Standard for port-based Network Access Control (PNAC). It is part of the IEEE 802.11
group of networking protocols. It provides an authentication mechanism to devices wishing to attach to a LAN
or WLAN.

IEEE 802.1X-2004: it was clarified to suit other IEEE 802 LAN technologies such as IEEE 802.11 wireless and
Fiber Distributed Data Interface (ISO 9314-2).

IEEE 802.1X-2010: The EAPOL was also modified for use with IEEE 802.1AE ("MACsec") and IEEE 802.1AR
(Secure Device Identity, DevID) in 802.1X-2010 to support service identification and optional point to point

encryption over the internal LAN segment.

By default, 8021xd support for IEEE 802.1X-2001, about the other two version, just extend application range.
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2 Architecture

8021xd only run at Authenticator. It is responsible for enterprise anthentication and an important role at AP.

* Architecture

802.1X: AN
T i

Internet or other LAN resources

(« III 5

EAPoL ' = RADIUS
ETH Linux PC (Radius Server)
Supplicant Authenticator Authentication Server
2.1 SDK Configuration
Applications
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Step 1:

LEDE Status

I WiFi configuration
No password set!

There is ne password set on this router. Please configure a roof b interface and enable SSH.

Go to password configuration...
Wireless Overview

@ MT915D @ Config

Driver version: 7.3.0.1

MT7915D.1.1
Work mode: AP

]

Reload £ Config ) Add

dlll Interface: rad | Type: AP | $SID: cheery_HARRIER_AP_2 4G | Channel: 6

BSSID: 00:0c:43:49:7a:36 | Mode: HE_2G mode @ Disable || Confiy || Remove

@ Interface: apcli0 | Type: STA | Status: Disconnectad

=
Wireless is disabled or not associated [ toahl Eaianed (%6 e Conto
MT7915D.1.2 & Reload | [@ Config | f3 Add
Work mode: AP
dll Interface: rax0 | Type: AP | $5ID: cheery HARRIER_AP_5G | Channel: 36 .
BSSID: 02.0c:43:59:7a:36 | Mode: HE_5G mode LRI WIS
@ Interface: apclix0 | Type: STA | Status: Disconnected =
Wireless is disabled or not associated B gEable EaCaned (5 g Contio
Step 2:
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SSID cheery_HARRIER_AP_5G
wpa2: wpa2 enterprise

Auth Mode 1 WPA2 . > .

— | ~wpa3: wpa3 enterprise
Encryption TKIP -
Key Renewal Interval 3600 second(s) (0 ~ 4194303)
PMK Cache Period 10 minweE)
Pre-Authentication
MFPC
MFPR
MFPSHA256

2
Fads Senverl? 192.168.1.195 From Radius Server
Radius Server Port 1812 SharEd SecrEt
-V

Shared Secret
Session Timeout 0

0 second(s)

Save and apply
e Use command: “ps”to check “8021xd” is existed. If not, try to use cmd “8021xd -i ra0 -p ra -d 3” to
bring up 8021xd manually.

Tool 0S Other
freeRadius Ubuntu

or Ubuntu Core 10.04+

and

Linux kernel 3.0+

1GB storage space
4GB memory

x86 processor

e Install software:
o sudo apt-get install freeradius
e Change the limits of authority:
o sudo chmod 755 -R /etc/freeradius
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Test software

o sudo service freeradius stop

o sudo freeradius -X

Example:

1.
2.

Open /etc/freeradius/3.0/client.conf
Add
client 192.168.1.1 {
secret =testingl23
shortname = lede
}
Open /etc/freeradius/3.0/users
Add
Cheery Cleartext-Password := “123456”

sudo service freeradius stop

sudo freeradius —X

Example:

vk w R

MediaTek Proprietary and
Confidential

EAP method: PEAP

Phase 2 authentication : None
CA Certification : None
Identity : cheery

Password : 123456

part, is strictly prohibited.
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Your access to and use of this document and the information contained herein (collectively this “Document”) is subject to your (including
the corporation or other legal entity you represent, collectively “You”) acceptance of the terms and conditions set forth below (“T&C”). By
using, accessing or downloading this Document, You are accepting the T&C and agree to be bound by the T&C. If You don’t agree to the
T&C, You may not use this Document and shall immediately destroy any copy thereof.

This Document contains information that is confidential and proprietary to MediaTek Inc. and/or its affiliates (collectively “MediaTek”) or
its licensors and is provided solely for Your internal use with MediaTek’s chipset(s) described in this Document and shall not be used for
any other purposes (including but not limited to identifying or providing evidence to support any potential patent infringement claim
against MediaTek or any of MediaTek’s suppliers and/or direct or indirect customers). Unauthorized use or disclosure of the information
contained herein is prohibited. You agree to indemnify MediaTek for any loss or damages suffered by MediaTek for Your unauthorized use
or disclosure of this Document, in whole or in part.

MediaTek and its licensors retain titles and all ownership rights in and to this Document and no license (express or implied, by estoppels or
otherwise) to any intellectual propriety rights is granted hereunder. This Document is subject to change without further
notification. MediaTek does not assume any responsibility arising out of or in connection with any use of, or reliance on, this Document,

and specifically disclaims any and all liability, including, without limitation, consequential or incidental damages.

THIS DOCUMENT AND ANY OTHER MATERIALS OR TECHNICAL SUPPORT PROVIDED BY MEDIATEK IN CONNECTION WITH THIS DOCUMENT,
IF ANY, ARE PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND, WHETHER EXPRESS, IMPLIED, STATUTORY, OR OTHERWISE. MEDIATEK
SPECIFICALLY DISCLAIMS ALL WARRANTIES OF MERCHANTABILITY, NON-INFRINGEMENT, FITNESS FOR A PARTICULAR PURPOSE,
COMPLETENESS OR ACCURACY AND ALL WARRANTIES ARISING OUT OF TRADE USAGE OR OUT OF A COURSE OF DEALING OR COURSE OF
PERFORMANCE. MEDIATEK SHALL NOT BE RESPONSIBLE FOR ANY MEDIATEK DELIVERABLES MADE TO MEET YOUR SPECIFICATIONS OR TO
CONFORM TO A PARTICULAR STANDARD OR OPEN FORUM.

Without limiting the generality of the foregoing, MediaTek makes no warranty, representation or guarantee regarding the suitability of its
products for any particular purpose, nor does MediaTek assume any liability arising out of the application or use of any product, circuit or
software. You agree that You are solely responsible for the designing, validating and testing Your product incorporating MediaTek’s
product and ensure such product meets applicable standards and any safety, security or other requirements.

The above T&C and all acts in connection with the T&C or this Document shall be governed, construed and interpreted in accordance with

the laws of Taiwan, without giving effect to the principles of conflicts of law.
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